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MEMORANDUM FOR: DDI X

We have sent the attached memorandum
to Latimer in response to the President's
request for a memorandum on terrorists
directed against US businesses abroad.

Richard Lehman
D/OCI

STATINTL

26 Sep 72
(DATE)

FORM NO. IOI REPLACES FORM t10-101 (a7)
1 AUG 54 WHICH MAY BE USED.
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serrorisy hgainst US Business Firus Abrosd

In recent years US buziness firms oversocas hnave
hean frequent targets for terrorist attncks in & muw
her of Latin American countries., ,Attacks against
Aamerican firma have also occurred on occasion in the
“ideanst and Western furope. Companies such s Coca-
Cela, Pan Aserican rirwavs, and IBY are used AB CoTi-
venient symbels of “foreign agaression  and “izperi-
2lier” by extrerists who resort to acts of viclenge
for a variety of reasong. The trend toward naticn-
aligtic policies in »uech of the world probably has
added lupetus to those who seek to victirmize g com-
panies. The proliferatiocn of Apeyican-owned businesses
in many countries reans that U5 firrg are often easily
accaessible. :

In wost instances the sorbings of U% fireas, like
those in Mexico earlier this month, are the work of
local dissident groups that are egsentially sotivates
by the internal politics of their own sountry. In
some cagses, particularly in Yestern Tursps, tha at-
tacks against US firms are exnressiong of anti-Vietnarm
Har sentiments. The violence directes at American
businesg iz not part of a carpaign against U8 fires
as guch, Lhut rather a result of political eonflict in
which these coopanies are identified with tha estal-
lishment or with policies oppoged by nationalistis
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digsident qroups. Thoge responsilile for the violenes
heve at mozt only locse, occasional links with zor-
rorist groups clgewiere and do not appear to be in
velvexi in an international conspiracy. &n irportant
exception is the allimnce of Aral terreorist organiza-
tions that have conducted operations across ﬁ%igua‘
borders in the "ddeast and in Western urovs,

sraby texrorist groups, buoved by the yi“li“i?y
received from the gv&rrzlia uoperation at hunich durdine
the Olyuplc Sames, may well atbtenpt o step e bhelr
activities over the next saveral rontha., If so, A
firms and official installations, particulerly in
Western %&r&gﬁ and the [ideant, wamlﬁ probably oo
under attack. The ﬁ%u&Yﬁ“ﬁ have diseusses sveh plans
from tire to tine. :

Bporadic borbings and other fores of violenre
carried out against /rerican companies are alse ikely
in several Latin i=ervican vﬁun?:iﬂ$; but no coorti-
nated plan ef attack anainst these firms is forascern.
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wersg the Tirst Jdirveotod
in "wwlor in recent
lmen sporadic attacks . fng

F2, s 3 wEFTe rnTay
izted instelliations in posh vears no
gerious or eart of an organized borre ;
v, Ehere is o evidence that the racent g
e part of any Lyoed plan.  Decause thny
came: 43 hours bafore Sexiec's e ienee s 3
abration, they nw doubtd wvers sel by dissident
clements to esbarrass ¥resident
incidents Jusigoe! to disyupt mational helidayn and
eelebrations and thus achieve naxiiu publicity have
oommirred in recent vears,

The bombs wero at the officss of I#:
and Jord Cotor Co. vity . Papsi Tela as
Coea-Unla in Torelis, and at ancther Cooa-Uols off
in Guadalajara. With the exzeepticn of b
whare two bos dar ¢ dntricate oleotronic ecu
ment at the cormany’z nost Lipovtent oo g )
in Latin Arerica, only micor derage was rer s
vexioar public buildings have alsc bean tarsets. on
the night tha U8 anlag were Lit. bonbg eurloded
at the officves of a covernwent financial institution
in the center of “exico City and at a nearby ¥exican-
owned clothing store. ©n 4 Zenterber z borh was
exploded near the snirance to the Secrstarist of
Uinance, which is loussd In the bational Palace.

Fo

o«

Ho group has claimed resconsibdlity for thesb
borbings., Suspects have been detained, and Enay
may e linked teo an extrere leftist veasort-labor
gquerrilla group that voxican security officiale b
lieve was responsible for exploding a bomb at the
Hational Palace earlier this sonth, just before the
Prasident’'s state of the nation )2
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marhers of this groun have iong Leen planndng ter
rorist scts against interests o che vexdoan
class , which they considex +he Taxploliers.
w& copanies were singlec out in thelir plans.

s

Soveral otheor guerrilia/torrorist oycanizations
have appeared in texico in the last LW YOarG. LAY
of thes have rulled off kidpapings and Lank robheries
that have created a nagging socuricy problem for the
sovernmant. Any one of rheme oroups or a radical
student proanization could nave heen betind the ex -
plegions. The ddimnidents believe the lexicsn revoly-
tion has run out of stear and thal exican
1istusent  perpetuztes the status guo e
of representative political demcoracy. o uginesses
are sean not only aa part and parcel of this fegtali
1ighment ,  but also &8 representing “poemonis Isperk-
alism,  and are thus a natural parget for the radiesl
groups. Jesplite siepped -up efforks wy mwican secur
rity forces, sporadic tsrrorist activity will probably
continue.

GEIT LN

o o R AT

ye bLugineascs have been fregquent cargets of ter-
rorist attacks in recent yaars. the oGSt serious
incident came in Juns 1965 during covernor rookefeller's
fFact-finding trip Lo Duenos aivresn, “he bowslngs on
that occagion were professional and well coordlna
all invelved supormarkets at lesst paytially owned
by nockefeller Financial interests. Thia catburet
appears to have heeo primarily an sxpregsion of !
srgentine natlienalism and vose probanly carried out
by an egrablizhed terrorist ay¥oun o aain i
publicity.

k2 Ta

gince 196% thers have Leen saveral incidents
involving % businesses, but never on the scale of
the supermarket bosbings. teftint terrorism has baen
on the upsurge, howevar, with the well-publiciged
objective of riddin rrmentina of “grrarislist po-
nopolies,  In fact, other foreion businesses -~FINY
of Italy ané certain Hritish firve--have puffere’d An
waoh as U8 companies. é
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“pnti inperialis neg heoorme the watchword of
leftists in general, b there iz no evicencs of an
orcanized carpaiyn asadnst UK businesses. Some in

cldents can be attributed o organized terrorist
groups, out others werae staged by unoryganized pro-
testers vho were sluplyv presented with a target and
an opportunity. In all cases, the attecks on UE
businosses were the divect cutgrowth of strictly
rragentine problems and developsenta, Security Yoarces
have made areat strides in containing terrcoriss in
generzl and attacks against GF fnetallations, in
varticular. There have een no atbtacks in recent
weeks

Luring the past decads, US businesses and in:
stallations have frequently heen tarusets for Vens:
zuela’s geveral active terroxrist and vuerrilla or-
ganizations. The peak of this activity was reachad
during the wid-68s, when leftist grouvs athewpied to
undermine Yenezusla's n?%maratie governsent . The
success of the Christian Dessocratic governrent!
"pacification” campaign since 1968 has x@s&lta, iﬁ
the assirilation of most of the digsi ents into the
country’'s political life. 7he ontire varxist laft
iz now Zunectioning legally and generally eschovs
violence., Some die-hard insurgents, however, ave
still active in suall rag-tag bands, and they at-
tract sore Jdisenchanted youth,

#fter a long hiatus, urban terrovism and rural
vuerrilla activity resumed in day and June 10 Fuch
of the viclence was aived at the Caldera gov @r% ﬂnt
but US govermment installations and private US Lusi -
ness interests wers also hit., “he Piret ¥atienal fitg
Bank of tew York, Internaticnal “elephene and Tele !
graph, ‘wercke-Sharpe-Dohme Pharsaceaticals, the Caracas
Hilton, and the Rockafeller supermarket chain were
special targets of the terrorists. An upswrge in |
telephone harassment, including anonyrous Sorh threats,
Vag alsm reported by U8 buginossesn. :

Terrorist activities have run the gamut fros
kidnaping and horbings to bank rohberios and petty

@
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crines. they avpesar bto soring as nuch from dovestic

protests as frow opposition to US influence. Tha
attacks arc intended to bolstasr the rorale of tha

terrorists in the face of ineressingly effective gov-
ernment counterinsurgency operations. to raise conev
for terroriat causes. to embarrasgs the government
and ereate an atwesphoare of political instahility;
and finally to win over wore poderats leftiats and
nationalists by striking out at what they believe

to e syrbols of U5 econosic exploitation  and
dopination,

Yeneruela has eyperience:l an upsurce of nation-
alism over the last couple of vears, and ruch of it
is directed at the U8B, <Given this clirate and €he
high vigibllity of sore $2.7 billien in 4S8 private
investrents in the eountry, it is surprisin: that
more attacks have not been directe:d against U5 in-
tereste, particularly petroleom pipelines that are
extremely wulnerable to sabotage. Por the nast |
ssveral ronths the Caldera governvent has had to
contend with repsated student desonstirations and
violence in the major urkan centers. such of the
disruption probably is dirscted by leftist extrenists,
but US businesses have experienced littls vielence.

i3 3  BCLLVALIESR e £ Lotwoen
and the presidential slaction ir lecerber 1373. An

axpected close presidential race, the introduction
into the carpalgn of naticnalistic issues, and a

volatile student population could create ap atios -
7t

Elseviwre In Latin America, attacks asainst b2
bBusinesses have been insionificant and sporadiec. Thoss
that have ccourred were often velated to politieoal or
labor strife in the host countrv, In late 1971, for
example, sebotacge at Coloriia's Barrancaberreda ro-
finery. partially owned W %exnace-mul’s, ¢ - durdineg
a prolonged and bitter strike at this installation.
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student desongtrations and ricls hevo
cauged canase ta UB-owned properiy, AT
the tarqgets were not pre-solacted but simply happernad
o be in the psth of warch. “Yhere ls oo discernible
pattern or direction to aach sttacks, aml host oouwh
try businesscs also suffer.

: i Fires Are
planned and carried out by tervorists, perpetIa-
tors arc usually left-ulny extrenists who have Brokaen
away frop wore crthodoxr Cormeenizt movesents, In WADY
instances , the violence iz part of the genarational
phenomenon, with Jisaffectes, uitranatienalintic youth
striking out at the local restabilishonent” and its ties
to 'U8 sconosie iuoperialisn.’ Isn Uruguay the Tupamars
organization burned the Seneral “wie ( plapk An LVED
around the time of Governor Bockefeller’s visglt to
vonteviden. In fpril and @ay 1970, an International
Harvester warshouse and saveral other Uf-Ixanchdsad

when bopbing or robberies agalnst

R

¥

u

firms, including a hranch of Virst ¥aticnal Cley Hank ,
Squibl Laboratories, and the distributor for ¥hillio
sorris cigarettes, were hombed. In most of these in-~
atancesn, however, dasage was licht.

such attacke are n seans of raising sorale and
zoguiring funds and publicity. 2 rai+ on a ub fire
or subsitlary muarantecs Instantancous and interna-
tienal attention while a similar act against a logal
business would go almost unnoticed outside the hest
cantry «

T+ is worth noting that the pro-Uastro fexror-
igts in Suatersla, the rosi pexsistent of the Herd-
sphere's insuTgents, have davoted little atbenticn
to US businesses. Zuring the past decads, however,
they have ansassinated three meriers of Lhe UR diplo-
matic rmission, including an ambasgsador, kidnapad an
ather, and attacked U Governprent property, iikher
terrorist organizationz in Latin irerics have salso
attacked UL erbassies, congulates, binational centers,
and USLE offices, while allowing substantial U8 pri
vate investments te o relatively unpolasted.
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puring the past few years [edaysen groups Dave
carried out several terrorist cperations against UE
wusinass firms in the ddeast. Othex operations ained
at U8 businezses have Leen planned, bnt for various
reasons have not been irpleented. TA BONE Cases
disclosure of the plans to 1ocal security services
probably led to prevantive meagures that frustrated
the terrorist plans. :

soat of the incidents that crourres involved
sabotage of the oil oipeline owned by the srabian-
American 01l Company; there have Loon five instances
of mabotage since early 1971, usually in Joydan.,
other ineldents inclwie the Llowing up of a hijacked
pan Arerican 747 in Cairo in Senterler 1270 and of a
mpans World niriines 707 in Jordan that had been hi-
jacked at the same time. In Hoverbker of last year,
four explosions reportedly hit the Intercentinental
flotel in mwman, which is wanaged Dy 8 personnal and
at one tirme had some US backinz. In January 1872
facilities of the Xuwalt 01l Company, whicn is park
tially US-owned, waye amaged by 3 howb blast.

nther bombing attacks against o oill ou-
erations in Saudi hrabia and the rorsion Sulf states
were planned hy the fedayeen. In 1378, for exarple,
the fedayeen attempted to mine a 45 oil tanker in
Lebanon. U8 officlals and private citizens in Jor-
Xanand Lebsnon have been specifioslly cited as tar-
gete in Aral terrorist plans .

vyem the Arab guerrillas’® polint of view, the
rtundch operations anainst the Tsraeli oOlyrpic tesd
wag a success and encouraged thes to pergist fn ew -
ploying terrorist tactics. The runieh incident :
dramatizes the Palestinian cause. It alsc denonastrated
the lengths to which the srab terrorists will go. There
have been numerocus reports of fedayeen tarrorist plans
during the past few weeks, includins one report that
the ratah's Black Bepterher nrganization had added US
erbassies throushout the world to ita list of targeta.
slthough the Black September organization has beon
regponsible for wost of the recent Aralx terrorist.
activity, including the tamich attack, rival fTedayeen

-

el
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aroups ney also attorpt to draw puiblic attention by
conducting drapatic operations. “Thus ths likelihood
hag increased that terrorist actiopa will be carvied
out against both offieial and private U8 interests
over the next several months.

Durineg ay of this vear, unedploded bombs werye
found in the Paris offices of Pan hmerican 2irways
and Trans World airlines. These incidents were prob-
ably linked to attacks made at the same tire againagt
official Ug facilities in France. 1In late 1271 R 25X1C
ona anti-war group
in Paris had corplled a ligt of American firss and
subaidiaries in preparation for a “campzi-on’ of un-
specified nature acgainst the filrra alleged involve-
rent in vietnar. ’

25X1C

n ilan, Italy, a Beries of attacks was carried
cut against U5 cormercial enterprises on 3 June 1872,
Five bombs were explodes pewt to tuildinus ooccupind
by American firme- -the Honeywell-Ttalis officas in
the central city, the lHoneywell plant and cosputer
fagilities on the outskirts of Milar, a Bank of imerica
branch office, and the Iivi office. In none of the
incidents was the daunage exntensive. ieaflets left
at the sceng indicated that the attacks were the work
of local anti-war groups. “The Lhonbings appear to
have bDeen a one-tine protssi: no other inciients have
ogourred since then.

only twe incldents directed against U8 business
firma in Spain have been reported in the past few!
yvears. In Jday of this year the Pan smerican Airvays
office in Barcelona waz slisghtly davaced durinc a
“1lightning raid by some 300 youths shouting anti
war slogans. In May 1970 student marchers caused |
minor damage to the Sears “oebuck store in Barcelona
daring éﬁmﬁnﬁtratians a”ainat U8 activities in Cam~
bedia, In the athﬂrlanﬂﬁ only one sericus attack
against a U8 husiness Tirm has ococcuryed in racend
years--in May 1270 when Dutch anti-war Jdevonastratars
fire-bombed the iopeywell building in Amstardam, At
the same time, First Hational <ity Bank, Pan Arerican
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Alirways, and several other US businesses had the
walls of their buildings painted with anti-American
slogans and received bomb threats. Bomb: threats

were received by several US companies this summer,

but no explosives were found. Similar minor incidents
have occurred in West Cerrany during recent YEars .
Usually the perpetrators were leftist students or
other radicals engaged in anti-war marches or othe
demonstrations.

In the Far Fast and Africa there has been no.
evidence of InvolVément by anti-American slements
in organized terrorist attacks against US business.
What little anti-uUS violence has occurred has usually
been directed at US official installations. Thus
far it has not been within the modus operandi of those
anti-US groups that exist in Japan and other Far East
countries to use bombs. Harassment activities occur,
of course, but the violence that accompanies these
activities is generally relatively mild, involving
rock-throwing or fist-fighting. The occasional small-
scale violence that has been fooused on US companies
in some African countries has apparently been spon-
taneous and probably vandalism rather than the result
of planning by extremist groups.

In the Soviet Union and other Communist Fastern
European countries, any activity directed against 18
interests would almost automatically be government-
sponsored or controlled. In the past there have been
occasional offically staged or condoned demonstra-
tions around US erbassies in some of these countries,
but no physical attacks against US business. One B~
ception occurred in Yugoslavia in 1970, when small,
groups of extremist stu ents engaged in a spontanepus
dermonstration against the US presence in Southeast:
Asla. Yugoslavia is the only Dastern European coun-
try that has a terrorist problem, The ustashi--rem-
nants of World War II Croatian fascists--have carried
out attacks against Yugoslav installations at home
and abroad over the past 1% months, but thus fay have
not attacked US facilities. Since most of their £i~
nancial support comes from emigres in the U8, it seens
unlikely that the ustashi woculd jeopardize this socurce
of funds by attacking US firms or official installa-
tions.

w10~
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The bonbings and other acts of viclence carried
out againet imerican firmg overseas have breepn local
phenorena rather than part of any internstional con-
spiracy. dhere is no avallalle avidence thnt extyei
ist groups in Latin Armerics have plannad Lo conduet
coordinated operations against Us businesseg. 8
dows there appear to Le any wclose relationsbip Do urteery,
araby terrorist organizations and Latin Arerican ex-
tremdsts who have attackes us conpanier in Latis
Areriea. %he sole exception is the fedayeen organi-
zations, which collaborate closely,

it seens likely that the fadavesn orvranizations,
especially the Popular Front for the Liberaticn of
Palestine, will atte:pt te expand their present iLin-
ited connections with other texreorist grouna. Tho
main effort at expansion prebably will cove in +h
Hideagt and Western Iurope and, to a ruch lesser
gree, in Latin smerica, It is urnlikely. however,
that these contects will regult in a fornal interna-
tional network of tesrrorist organizations in the
foresesable future.
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